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The risk of being
hacked to pieces

Your IT system may be your window to the world, but it’s also
a convenient entry point for hackers, thieves and extortionists
who want to steal or, at best, tamper with the data you have
stored.
According to PricewaterhouseCoopers, cybercrime is the
second-most commonly experienced crime in Australia, with
30% of organisations experiencing an attack in the past 12
months – well ahead of the global and Asia-Pacific average.
KPMG estimates about three-quarters of Australia’s 1000
largest companies have suffered a data breach at some point.
Symantec estimates the cost of cybercrime locally at
$4.6 billion per year. Every attack costs an average of
$2.16 million, or $138 per compromised record.
The number of attacks is also on the rise. The Federal
Government’s Cyber Security Operations Centre identified
1260 incidents in 2011 and recorded the same number in
the first nine months of last year.

When Sydney radio presenter Alan Jones found himself
embroiled in controversy over a comment about Prime
Minister Julia Gillard’s late father, few people considered that
he could be “punished” by critics using the internet.
Following the Jones scandal, “hactivists” waged an online
war against more than 70 advertisers on Sydney radio station
2GB for spending money with a station considered to be
morally at fault.

The cost of an online attack, the rising number of incidents
and media interest around the Alan Jones story has also
spurred the Federal Government to follow the international
lead and toughen local privacy laws.
From March 2014, the Privacy Amendment Act 2012 will
regulate all companies that handle personal information.
Fines of up to $1.1 billion can be imposed for any breaches.
Rising interest in cybercrime has also boosted the global
cyber insurance market from $200 million in 2008 to nearly
$1 billion a year.

The rise of hactivism, popularised in the mainstream media
by online group Anonymous, is one trend driving demand for
insurance protection against online threats.

While the large international conglomerates such as Sony
have made news for large data breaches, small to mid-size
businesses are actually at greater risk of intrusion.

From cyber extortion to loss or damage of personal information and the associated fines that will soon be imposed, cyber
threats are an emerging risk companies must consider.

Last year Symantec found about 40% of all cyber-attacks
were against small to medium-sized businesses, compared
with 28% against large enterprises.

Cyber threats cover more than just data protection. Reputational damage from social media sites such as Facebook and
Twitter is also an important consideration.

And despite nearly a quarter of all SMEs doing business
online, a Zurich Insurance report last year showed take-up of
cyber insurance by business remains “very low”.

More than 95% of the cyber insurance market is in the US,
but the threat to Australian businesses is clear. If you have
commercial enemies or are involved in any form of controversy, your business could be targeted by militant hackers.

With 85% of Australians recorded in a poll for Unisys saying
they would stop dealing with any company that lost their
data, insurance protection against online threats is not a
luxury in the modern age – it’s a necessity.
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Insure your way out of hefty excesses
The procession of natural disasters
in late 2010 and throughout 2011
was unprecedented in its scale and
size. From cyclones in Far North
Queensland, floods in Queensland,
New South Wales and Victoria, and
hailstorms in Melbourne, the sheer
resources required to rebuild has left
homes and businesses in construction
limbo, still unable to restore their
shattered lives more than a year on.
The legacy of this annus horribilis has
also been felt in insurance premiums.
Unwilling or unable to risk another
spate of natural disasters – the floods
in Queensland cost $2.4 billion in
claims alone – insurers have either
pulled back their coverage or set
tougher terms for some risks.
Accommodation, tourist and business
operators have felt this chilling effect
keenly. In high-risk regions,
particularly Queensland, where insurance is still available for property,
business interruption and other risks,
the size of the excesses being applied
is being seen as a major issue for
insurance-buyers.
While premiums and excesses will
eventually return to more manageable
levels as economic conditions improve
and more competitive premiums reemerge, businesses and homeowners
are grappling with what has been in
some areas a savage upswing in insurance costs after years of relative ease.
However, faced with a choice between
risking no insurance cover or a policy
that provides inadequate protection, a
third option has been created.
“Excess buydowns” are a relatively
new insurance product gaining traction
in this post-disaster world. Similar to
how insurance companies take out
insurance on the policies they write –
known as reinsurance – this insurance
on your insurance allows a business
to take out a policy on top of the cover
they already have.
The excess buydown market is well
established overseas but has only
recently gained interest in Australia.
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The Queensland floods in 2011 are just one of the factors that led to a sharp rise in property
premium rates

Similar products are being sourced for
the New Zealand market following the
Christchurch earthquakes – especially
in the construction industry where
builders are looking to shrink excesses
of around $50,000 on their contract
works insurance.
So how do excess buydowns work? For
an example, a policyholder with
insurance covering damage to a
property caused by a cyclone may
have an excess of $100,000 on any
future claim.
For a cyclone excess buydown of
roughly $5000 per year, the excess on

a policy could be reduced by around
90%.
Buydowns can be modified up or
down to provide less or more cover.
In the event of a cyclone, the policyholder would pay the reduced excess,
the excess buydown insurer would pay
the rest of the original excess and the
final insurer would pay anything extra.
Excess buydowns are also available for
other natural disasters.
For more information on excess buydowns, we’re happy to discuss how
we can help.

Don’t bet your
house on it: why
landlords need
protection
Owning and leasing out a property
sounds simple enough, but even
good-hearted gestures can place
landowners in hot water.
When an Adelaide landlord was
unable to pay for the repair of a broken
air-conditioning unit, he offered the
tenant a rent reduction instead – not
realising he was breaking the law.
Years later the property changed
hands, and the new owners were
forced to pay nearly $10,000 in costs
when the tenant demanded a $30
per week rent reduction backdated
two-and-a-half years, plus motel costs
during the summer months when airconditioning was unavailable.
Even though the tenant in question
had accepted a $10 rent reduction
to cover the loss of air-conditioning,
the tenancy tribunal disregarded that
because the law states clearly that a
tenant shouldn’t have to put up with
such a situation.
This tale should serve to remind
landlords that despite their best
intentions, property ownership has its
pitfalls. From malicious or intentional

property damage, to theft, lost of
rent and legal expenses, the investment property market is littered with
cautionary tales of risks improperly
managed.
The good news for current or would-be
landlords is that timing is on their side.
According to housing data released
in August 2012, there are more than
200 areas across the country where
the average mortgage repayment is
now cheaper than the median rent.
Housing prices in December also
changed relatively little, with modest rises recorded in all capital cities
other than Melbourne. But given other
research on housing supply, price
stability may be short-lived.
According to the Urban Development
Institute of Australia, the country is
facing its worst housing crisis in 100
years as the gap between population
growth and housing supply continues
to widen – which bodes well for those
investing in a market short on housing
stock.
The bad news is many landlords are
unaware of the risks of owning and

leasing property, according to a recent
survey of 500 landlords.
It found nearly a quarter of lessors
have no landlord insurance, although
81% of those who employ real estate
agents to manage properties have
cover. The percentage drops to 54%
for those who manage their own
properties.
Some 67% of landlords think malicious and accidental damage
insurance is essential or very important, while 24% consider it important
and 10% of little importance. Rental
income insurance is less popular, with
59% considering it essential or very
important and 15% of little importance.
Landlord insurance offers numerous
options for self-managed and
professionally managed properties.
Policies can also be paired with a
standard home and contents policy or
as a stand-alone, comprehensive item.
The risks of going it alone simply aren’t
worth it, especially when cover is so
easily available. For more information
on landlord insurance, give us a call.
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Solar flares pose
a threat in 2013
In 1859 Charles Dickens wrote one his greatest novels, A
Tale of Two Cities. But the most interesting story of that year
was happening not between London and Paris, but
150 million kilometres away.
From Ankara to Zaanstad, people tilted their heads towards
the heavens as the sun produced the most intense solar
storm ever recorded, sending waves of light across the night
sky and causing sparks to fly from recently installed telegraph
poles.
The event caused some damage to the poles but was
otherwise received as a wondrous event.
A solar storm of a similar intensity today would be the closest
thing to Armageddon we have seen. Power would be lost, the
internet would become inaccessible and aircraft would be
grounded as the cosmic dose of radiation wreaked havoc on
our digitised lives.
The high-energy particles released during a large-scale solar
storm would have a devastating impact on satellites,
destroying the electronic systems of the older-generation
equipment and disrupting the newer ones.
The experts say First World countries like Australia would
take years, perhaps decades, to recover if the solar storm of
1859 was repeated. NASA estimates business interruption
costs alone in the United States could reach $US1 trillion.
And the risk of such an event is greater than you think.
Every decade or so the sun experiences what is known in
astrological circles as a solar cycle.
Scientists studying the intensity of solar activity have shown
with scary precision how the sun enters its most violent
phase every 11 years – and 2013 is forecast to be the peak
of the cycle.
The world has come a long way in the development of
technologies in the past 11 years, so the full impact of this
year’s solar flares is difficult to gauge.
We should obviously expect some economic fallout from
damage caused to navigation equipment, communications,
satellites, radio and power infrastructure.
Such solar events have caused problems before. In 1989, a
powerful solar storm struck Quebec in central Canada,

interrupting power supply to more than 6 million people
during a winter when temperatures regularly dropped to -15
degrees Celsius. The flare shut also down airports and traffic
guidance systems.
Europe also suffered numerous power outages in 2003
attributed to solar flares.
The risks are very real, and insurers are among those searching for solutions.
Research from the Corporate Climate Centre of reinsurance
giant Munich Re shows damage from solar flares follows a
similar pattern to earthquakes.
The centre also warns the bulk of our energy infrastructure
was built in the 1970s before the science of solar flares and
potential damage were better understood.
Technical upgrades would shield most technology from the
harmful effects of solar flares while early warning systems
would allow power operators, for example, to shut down
areas of the grid at risk.
However, both options are either expensive or untested,
leading Munich Re to urge insurers to develop more products
to offset potential economic losses.
At this stage all we can realistically do as your broker is warn
you of the possible wider-scale repercussions of scheduled
solar storms, mainly focused on loss of electricity supply and
disruption to telecommunications.
Please do call us to discuss any specific concerns and how
we can help to ensure you have adequate safeguards and
insurance cover.
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